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4.3 Statistical Power

Statistical power is a standard criterion by which statisticians evaluate and compare the effectiveness
of test statistics at solving hypothesis-testing problems. We compare our test statistics on the basis
of their observed statistical power at distinguishing various pairs of languages. In these comparisons
we use the four critical levels 0.1, 0.01, 0.001, and 0.0001, which bound the type I error rate.
Throughout we approximate observed power as explained in Section 3.5.

Figures 14-17 highlight our comparison for critical level 0.01 in graphs of power versus string
length for distinguishing BCa English versus uniform noise, uniform noise versus BCa English, 0th-
order BCa versus 1st-order BCa, and 1st-order BCa versus BCa English, respectively. Correspond-
ing Tables 2-5 list power values at all four critical levels for three fixed string lengths. Figures 18-19
show how added noise affects statistical power when distinguishing BCa English from uniform noise,
and uniform noise from BCa English, at critical level 0.01 for strings of length lgn = 7. Corre-
sponding Tables 67 list power values for three noise levels and all four critical levels. For additional
similar power calculations, see supplemental Appendix F [17].

To interpret the power of a statistic at recognizing a language, keep in mind that 1 is perfect
power (invalid strings are always rejected), and 0 is the worst possible power (invalid strings are
never rejected). Although the practical implications of power depend crucially on the application,
power less than 0.5 would typically be very poor, since few engineering applications could use any
statistic that accepts so many invalid strings. An application might require power to be at least 0.7,
and preferably greater than 0.9. Though minor differences in power (say for our data, less than
0.01) might not affect some engineering decisions, in typical cryptanalytic applications, even an
apparently small increase in power from 0.90 to 0.91 would reduce by 10% the expected time spent
processing spurious keys.

Throughout it is important to pay attention to the critical level, since for some tasks the relative
power of the statistics changes with critical level. Cryptanalysts typically desire small critical levels
(say, at most 0.01) since overlooking valid plaintext would be a serious error for many applications.

Although each test statistic is designed for a specific recognition task, we make a broad compar-
ison by computing power for each test statistic at distinguishing each pair of languages considered.
Results show there is a complicated interaction between statistical power, string length, noise level,
and critical level: each graph and table has a leading statistic or statistics, but typically no statistic
dominated all others at all string lengths and critical levels. Nevertheless, each statistic performed
reasonably well at its designated task.

Power Analysis of Experiment 1

To understand the power graphs and tables intuitively, it is helpful to examine the histograms in
Section 4.1. Consider Figure 14 and Table 2, for example, and examine the related histograms of the
test statistics on BCa English and on uniform noise in Figures 1-6. For each critical level and for all
sufliciently long strings, each test statistic attained a perfect power of 1, which reflects the fact that,
for each statistic at such string lengths, the histogram for BCa English was perfectedly separated
from the the histogram for uniform noise. The most interesting part of any power comparison
corresponds to overlapping histograms.

In Figure 14 and Table 2, the statistic ©X? performed very well at distinguishing BCa English
from uniform noise, dominating all other statistics at most string lengths. As expected, the statistics
S and ML also performed well at this task, as they were designed to do. We were surprised, however,
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that ©X? outperformed S given that S is an asymptotically most powerful test for distinguishing
BCa English from uniform noise. Perhaps the relatively better performance of ©X? over § at
lgn < 7 is explained by the small string length. Even for the short string length lgn = 3 at critical
level 0.001, ©X? achieved a reasonably high power of over 0.79. Here and throughout, Anderson’s
statistic performed unimpressively—usually worse and never better than S (except for lgn = 1).
But for each critical level and for all sufficiently long strings (Ign > 10), all statistics performed
indistinguishably with perfect power.

In Figure 15 and Table 3, ¢ML dominated the other statistics at distinguishing uniform noise
from BCa English, for string lengths lgn > 3. The statistics IC, and ¢IND, X2, and § also
performed relatively well. The strong performance of IC' and ¢IND was expected: IC' is designed
to recognize uniform noise, and IND is designed to distinguish Oth-order language (which includes
uniform noise) from 1st-order language (which we use to model BCa). We were surprised, however,
that oML outperformed IC since ML is designed to recognize BCa. We attribute this relatively
better performance of ¢ ML over IC to the fact that oML depends on BCa transition probabilities
whereas IC' does not. As happened in Figure 14, for all critical levels and for all sufficiently long
strings (lgn > 10), all statistics performed indistinguishably with perfect power.

When distinguishing uniform noise from BCa English, the relative performance of the statistics
varied depending on the critical level. For example, X2 and S outperformed IC at critical level 0.1
but not at level 0.001, with the greatest difference in power between IC' and S occurring at short
string lengths and low critical levels. By contrast, when distinguishing BCa English from uniform
noise, raising the critical level increased the power of all statistics but had little effect on their
relative performance.

For test statistics 0 X2, oML, S, and In A, for the same critical level, as high or higher power was
attained by distinguishing BCa English from uniform noise than by distinguishing uniform noise
from BCa English. In particular, for short strings (lgn < 4) and all critical levels, significantly
higher power was so attained using the best statistic for each problem (¢X? and ML, respectively).
The implication to the practitioner, however, depends on the application. For example, when
recognizing valid plaintext in cryptanalysis, typically the cryptanalyst will set the threshold on
the basis of minimizing the chance of overlooking valid plaintext. Thus, when distinguishing BCa
English from uniform noise, the cryptanalyst will start with a desired critical level. But when
distinguishing uniform noise from BCa English, the cryptanalyst will pick a critical level that
achieves a desired power. Therefore, for this application, the choice of which of these two hypothesis
testing problems to use cannot be decided from Figures 14 and 15 alone. In addition, this choice
will also depend on other factors, such as the cryptanalyst’s degree of belief in what plaintext
language was used.

For test statistics IC' and oIND, however, higher power was attained when distinguishing uni-
form noise from BCa English. This behavior results from the fact that each of IC and ¢IND has
a much smaller variance on uniform noise than on BCa English, as observed in the histograms.

In all of our power calculations, as expected, the equivalent statistics 5, S/N, and S achieved
nearly identical powers (typically through at least three decimal places). For this reason, Tables 2-7
do not list powers for S/N or 5. We attribute the minor differences in their powers to experimental
approximations, possibly due to approximations in computing tail areas of the normal distribution
and our method for estimating observed power. Similarly, the equivalent statistics /C' and IC,
also achieved very close statistical powers.

Figure 16 and Table 4 present observed powers for distinguishing O0th-order BCa from 1st-order
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BCa. At all critical levels, the statistics S and oML attained the highest power. Given that
©IND is designed to distinguish unknown Oth-order noise from unknown 1lst-order language, we
were initially surprised that it did not perform better. We speculate that ¢X?2, oML, S, and In A
outperformed ¢IND by exploiting knowledge of the BCa transition probabilities. Therefore, it
would be interesting to compare S and ¢IND at distinguishing Oth-order and 1st-order languages
unrelated to BCa. We did compute powers for distinguishing Oth-order BCa from WSJ1 (see
supplemental Appendix F), and ¢IND achieved slightly higher power than it did in Table 4. But
the overall results were similar due to the fact that BCa and WSJ1 are both types of English and
have similar transition probabilities.

The purpose of Figure 17 and Table 5 is to assess and to compare the robustness of the test
statistics with respect to our lst-order model of BCa English. Whereas Figure 14 shows powers for
real BCa English versus uniform noise, Figure 17 shows powers for simulated 1st-order BCa versus
uniform noise. In both of these tables, ©X? attained the highest power in most situations, with
oML and § also performing well. Comparing the powers of all six statistics in Tables 5 and 2, we
observe that the powers are almost identical, with S and oML achieving slightly higher power in
Table 5 than in Table 2. Thus, all six statistics are robust with respect to our 1st-order model of

BCa.

Power Analysis of Experiment 2

Figure 18 shows the observed power of the test statistics at distinguishing BCa English from uniform
noise, when various amounts of uniform noise are added to the candidate string. Figure 19 shows
an analogous graph for distinguishing noise from BCa English. Both graphs are for string length
lgn = 7 and critical level 0.01. In Figures 18 and 19, ¢ ML outperformed the other test statistics
at most noise levels. It is striking that oML performed so well at relatively high noise levels. For
example, when distinguishing BCa English from uniform noise with 40% added noise, c ML achieved
a power of over 0.8.

The statistics 5, IC, and ¢IND also performed well under noisy conditions. As expected,
however, IC and ¢IND attained relatively higher power at distinguishing uniform noise from BCa
English than at distinguishing BCa English from uniform noise. By contrast, 5 attained relatively
higher power at distinguishing from BCa English from uniform noise.
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Figure 14: Power of the test statistics ¢X? , oML, oIND, S, IC, and In A at distinguishing
BCa English from uniform noise at critical level 0.01 for strings of various lengths. Power was

approximated from 10,000 randomly chosen strings at each length. Base language is BCa.

Table 2: Power of six test statistics at distinguishing BCa English from uniform noise at critical

levels 0.1, 0.01, 0.001, 0.0001 for string lengths lgn = 4, 5, 6. Base language is BCa.

lgn  Critical Level oX? oML  ©IND S e InA
4 0.1000 0.9350 0.9462 0.3834 0.9009 0.0477 0.7452
4 0.0100 0.9183 0.8509 0.0839 0.8214 0.0000 0.6281
4 0.0010 0.9042 0.7338 0.0150 0.7433 0.0000 0.5333
4 0.0001 0.8914 0.6110 0.0024 0.6677 0.0000 0.4536
5 0.1000 0.9823 0.9991 0.8894 0.9786 0.3168 0.8667
5 0.0100 0.9747 0.9940 0.5501 0.9523 0.0002 0.7831
5 0.0010 0.9676 0.9804 0.2494 0.9200 0.0000 0.7062
5 0.0001 0.9607 0.9549 0.0906 0.8828 0.0000 0.6349
6 0.1000 0.9981 1.0000 0.9996 0.9989 0.9988 0.9588
6 0.0100 0.9969 1.0000 0.9815 0.9966 0.1466 0.9205
6 0.0010 0.9956 1.0000 0.8723 0.9927 0.0000 0.8787
6 0.0001 0.9942 1.0000 0.6390 0.9869 0.0000 0.8341
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Figure 15: Power of the test statistics 0X? , oML, oIND, S, IC, and In A at distinguishing uniform
noise from BCa English at critical level 0.01 for strings of various lengths. Power was approximated

from 10,000 randomly chosen strings at each length. Base language is BCa.

Table 3: Power of six test statistics at distinguishing uniform noise from BCa English at critical

levels 0.1, 0.01, 0.001, 0.0001 for string lengths lgn = 4, 5, 6. Base language is BCa.

lgn  Critical Level oX? oML  ©IND S e InA
4 0.1000 0.9995 0.9702 0.4047 0.9024 0.4843 0.2506
4 0.0100 0.0000 0.4857 0.1057 0.0455 0.3060 0.0000
4 0.0010 0.0000 0.0751 0.0235 0.0001 0.1978 0.0000
4 0.0001 0.0000 0.0047 0.0048 0.0000 0.1290 0.0000
5 0.1000 1.0000 1.0000 0.8900 0.9997 0.7544 0.7701
5 0.0100 0.3820 0.9959 0.5916 0.6588 0.6314 0.0049
5 0.0010 0.0000 0.9091 0.3101 0.0348 0.5311 0.0000
5 0.0001 0.0000 0.6030 0.1370 0.0001 0.4466 0.0000
6 0.1000 1.0000 1.0000 0.9985 1.0000 0.9582 0.9968
6 0.0100 1.0000 1.0000 0.9836 0.9997 0.9282 0.2774
6 0.0010 0.4662 1.0000 0.9356 0.8913 0.8974 0.0013
6 0.0001 0.0000 1.0000 0.8445 0.2839 0.8657 0.0000
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Figure 16: Power of the test statistics 0 X2, oML, oIND, S, IC, and In A at distinguishing Oth-order
BCa from 1st-order BCa at critical level 0.01 for strings of various lengths. Power was approximated

from 10,000 randomly chosen strings at each length. Base language is BCa.

Table 4: Power of six test statistics at distinguishing Oth-order BCa English from 1st-order BCa
English at critical levels 0.1, 0.01, 0.001, 0.0001 for string lengths lgn = 4, 5, 6. Base language is

BCa.
lgn  Critical Level oX? oML  ©IND S e InA
4 0.1000 0.2699 0.8481 0.1030 0.9230 0.1428 0.4691
4 0.0100 0.0000 0.2169 0.0055 0.1458 0.0186 0.0120
4 0.0010 0.0000 0.0176 0.0003 0.0021 0.0023 0.0001
4 0.0001 0.0000 0.0007 0.0000 0.0000 0.0003 0.0000
5 0.1000 0.9963 0.9951 0.1133 0.9998 0.2449 0.8769
5 0.0100 0.0002 0.7954 0.0056 0.8462 0.0507 0.1612
5 0.0010 0.0000 0.3223 0.0002 0.2170 0.0099 0.0052
5 0.0001 0.0000 0.0642 0.0000 0.0117 0.0019 0.0001
6 0.1000 1.0000 1.0000 0.2283 1.0000 0.4028 0.9963
6 0.0100 0.7554 0.9984 0.0188 0.9999 0.1172 0.6970
6 0.0010 0.0004 0.9491 0.0011 0.9651 0.0302 0.1430
6 0.0001 0.0000 0.7096 0.0001 0.6239 0.0072 0.0089
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Figure 17: Power of the test statistics ©X? , oML, oIND, S, IC, and In A at distinguishing 1st-
order BCa English form uniform noise at critical level 0.01 for strings of various lengths. Power

was approximated from 10,000 randomly chosen strings at each length. Base language is BCa.

Table 5: Power of six test statistics at distinguishing 1st-order BCa English from uniform noise at

critical levels 0.1, 0.01, 0.001, 0.0001 for string lengths lgn = 4, 5, 6. Base language is BCa.

lgn  Critical Level oX? oML  ©IND S e InA
4 0.1000 0.9343 0.9533 0.4115 0.9082 0.0451 0.7483
4 0.0100 0.9168 0.8726 0.0787 0.8406 0.0000 0.6336
4 0.0010 0.9019 0.7717 0.0112 0.7745 0.0000 0.5405
4 0.0001 0.8883 0.6628 0.0013 0.7101 0.0000 0.4619
5 0.1000 0.9831 0.9992 0.8914 0.9807 0.5102 0.8684
5 0.0100 0.9766 0.9951 0.5126 0.9589 0.0010 0.7860
5 0.0010 0.9707 0.9845 0.1983 0.9328 0.0000 0.7103
5 0.0001 0.9648 0.9645 0.0581 0.9030 0.0000 0.6398
6 0.1000 0.9982 1.0000 0.9997 0.9991 0.9999 0.9598
6 0.0100 0.9971 1.0000 0.9791 0.9974 0.4523 0.9223
6 0.0010 0.9960 1.0000 0.8467 0.9945 0.0018 0.8811
6 0.0001 0.9948 1.0000 0.5748 0.9905 0.0000 0.8372
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Figure 18: Power of the test statistics ©X? , oML, oIND, S, IC, and In A at distinguishing BCa
English from uniform noise at critical level 0.01 with various amounts of added uniform noise for
strings of length lgn = 7. Power was approximated from 10,000 randomly chosen strings at each

noise level. Base language is BCa.

Table 6: Power of six test statistics at distinguishing BCa English from uniform noise at critical
levels 0.1, 0.01, 0.001, 0.0001 for strings of length lgn = 7 at noise levels 10%, 20%, and 30%. Base
language is BCa.

% Added Noise Critical Level oX? oML  <¢IND S e In A
10 0.1000 0.9754 1.0000 1.0000 0.9993 1.0000 0.9557
10 0.0100 0.8938 1.0000 0.9893 0.9956 0.9919 0.8840
10 0.0010 0.7645 1.0000 0.8293 0.9859 0.1807 0.7951
10 0.0001 0.6132 1.0000 0.4372 0.9672 0.0001 0.6981
20 0.1000 0.8907 1.0000 0.9988 0.9836 1.0000 0.8276
20 0.0100 0.6735 0.9997 0.8845 0.9212 0.6952 0.6301
20 0.0010 0.4519 0.9950 0.4412 0.8122 0.0157 0.4540
20 0.0001 0.2774 0.9709 0.1047 0.6745 0.0000 0.3141
30 0.1000 0.7687 0.9993 0.9853 0.9005 0.9897 0.6367
30 0.0100 0.4733 09797 0.6396 0.6948 0.2796 0.3735
30 0.0010 0.2569 0.8872 0.1653 0.4772 0.0034 0.2078

30 0.0001 0.1281 0.6999 0.0193 0.3002 0.0000 0.1115
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Figure 19: Power of the test statistics 0 X2, oML, oIND, S, IC, and In A at distinguishing uniform
noise from BCa English noise at critical level 0.01 with various amounts of added uniform noise for
strings of length lgn = 7. Power was approximated from 10,000 randomly chosen strings at each
noise level. Base language is BCa.

Table 7: Power of six test statistics at distinguishing uniform noise from BCa English at critical
levels 0.1, 0.01, 0.001, 0.0001 for strings of length lgn = 7 at noise levels 10%, 20%, and 30%. Base

language is BCa.

% Added Noise Critical Level oX? oML  <©IND S e In A
10 0.1000 0.9886 1.0000 0.9982 1.0000 0.9951 0.9842
10 0.0100 0.7762 1.0000 0.9896 0.9979 0.9905 0.4988
10 0.0010 0.3634 1.0000 0.9698 0.9326 0.9849 0.0575
10 0.0001 0.1034 1.0000 0.9360 0.6462 0.9785 0.0020
20 0.1000 0.8874 1.0000 0.9887 0.9941 0.9824 0.7601
20 0.0100 0.4262 0.9996 0.9540 0.8420 0.9645 0.1411
20 0.0010 0.1134 0.9956 0.8947 0.4584 0.9436 0.0087
20 0.0001 0.0202 09792 0.8145 0.1549 0.9201 0.0003
30 0.1000 0.7151 0.9988 0.9637 0.9007 0.9509 0.4337
30 0.0100 0.2137 0.9808 0.8841 0.4512 0.8993 0.0367
30 0.0010 0.0368 0.9150 0.7755 0.1246 0.8419 0.0015
30 0.0001 0.0045 0.7874 0.6540 0.0228 0.7810 0.0000
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4.4 Discussion

We now discuss several issues raised by our power calculations.

o First, in each of Figures 14, 15, and 17, but not in Figure 16, the power curve for ¢IND has
an unusual downward spike at string lengths lgn = 8, 9. In addition, the IC power curve in Fig-
ure 14 has an upward spike at lgn = 2. The ¢IND spikes are most prominent when distinguishing
BCa from uniform noise (a task for which /ND was not intended), and absent when distinguish-
ing Oth-order BCa from 1st-order BCa (a task for which IND was explicitedly designed). When
distinguishing uniform noise from BCa, the ¢IND spikes are present but less pronounced.

When we had first observed the ¢IND spikes from our initial run of Experiment 1, we had
suspected that they might be statistical anomalies due to our small sampling size of h = 100.
But the spikes reappeared when we repeated Experiment 1 with A = 10,000. Moreover, from the
repeatability of the phenomenon, we cannot simply attribute the spikes to statistical anomalies or
to weak pseudorandom number generators. Similarly, given the short and moderate lengths of the
affected strings, we cannot attribute the spikes to overlapping strings. From the means of ¢IND
in Table 10 of Appendix B, however, we find a partial explanation: For 3 <lgn < 9, the observed
means for ¢IND are less on BCa than on uniform noise, but for lgn > 9, the means are greater
on BCa than on uniform noise. The ¢IND spikes correspond to this “crossing of the means” at
lgn = 9. We find this phenomenon puzzling, and we do not have a good explanation for the isolated

IC spike.

e Second, it would be interesting to compare our power results with previous related power
calculations from other researchers. Unfortunately, we are not aware of any such prior work that
would permit a direct comparison. We can, however, make some informal comparisons with the
work of Baldwin and Sherman [3], and with that of Davies and Ganesan [12].

In their solution of the Decipher Puzzle, Baldwin and Sherman recognized standard English
versus Oth-order English with the § statistic using a 26-state Ist-order model of English with
transition probabilities published by Beker and Piper [4]. Each of their input strings consisted of
a sequence of approximately ten independent bigrams, and they rejected strings for which |§| > 4.
Thus, they worked with at a critical level less than 0.0001. Although Baldwin and Sherman did
not compute power, they found that their test worked “very well” in practice for their application.
By contrast, when distinguishing BCa from uniform noise at level 0.001 for strings of dependent
bigrams, we observed the power of S to be 0.5256 for lgn = 3 and 0.7433 at lgn = 4. Thus,
our power calculations seem somewhat pessimistic in comparison to the experience of Baldwin and
Sherman.

In their BApasswd checker, Davies and Ganesan used an equivalent variation of the S statis-
tic in a 27-state 2nd-order model, estimating their own transition probabilities with the Good-
Turing method [19]. Davies and Ganesan rejected bad eight-letter passwords using experimentally-
determined thresholds. Although they did not compute power, it is possible to estimate power from
their reported data for distinguishing uniform noise from valid English. For example, consider their
dictionary file BP6 (bad passwords) as valid English, and consider their file GP1 (good passwords)
of randomly-generated passwords with the letters ‘A’—‘Z’ as uniform noise. According to their Fig-
ure 7 [12], using their threshold, their test accepted 96.26% of the random GP1 passwords as noise
(corresponding to a critical level of 0.0374), while accepting only 12.29% of the English words in
BP6 as noise (corresponding to a power of 0.8781). By contrast, when distinguishing uniform noise
from BCa at critical level 0.1, we observed the power of 5 to be 0.3676 at lgn = 3 and 0.9997 at
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lgn = 4. Thus, our power calculations also seem pessimistic in comparison to the experimence of
Davies and Ganesan, perhaps reflecting a strong advantage of using a trigram model and of using
the Good-Turing parameter-estimation method.

e Third, when recognizing BCa English, there is some bias resulting from the fact that we draw
our candidate strings from exactly the same base sample file from which we computed the BCa
transition probabilities. For example, one consequence of doing so is that unadulterated candidate
strings from BCa will never contain impossible bigrams that do not appear in the base sample.
For the strings lengths for which we computed power, we do not expect this bias to make much
difference; however, for extremely long strings, this bias may have a significant effect.

e Fourth, our method for approximating statistical introduces some error. For example, skew
in any histogram would diminish the accuracy of our power calculations involving that histogram.
Although there is some skew in our histograms (e.g. S/N on BCa), most of the histograms from
which power calculations were made appear reasonably symmetrical.

e Finally, we would like to identify additional possible sources of errors that may have affected
our results. These possible sources include the sampling sizes of 100 and 10,000 strings, overlapping
candidate strings, roundoff error in the computer arithmetic, approximation errors in computing
tail areas of the Gaussian distribution, and weaknesses of the pseudorandom number generator. To
check the accuracy of our tail area calculations, we recomputed many power calculations using the
SAS statistical package [34]. Both calculations agreed through at least four decimal places.

5 Conclusion

In this experimental study we have empirically characterized the distributions of the test statistics
X2, ML, IND, S, and IC when applied to nine types of real and simulated language, including four
types of everyday American English. Moreover, to compare the effectiveness of these statistics, we
approximated their powers at distinguishing various pairs of the test languages at several critical
levels. To the best of our knowledge, this study is the first of its kind to examine the actual behavior
of these important test statistics on human languages.

Our results are descriptions of the distributions of the test statistics (given in histograms, graphs,
and tables) and comparisons of the effectiveness of these test statistics at distinguishing language
pairs (given in graphs and tables of statistical power). As presented and discussed in Section 4,
these results show a complex interaction among observed power, string length, and critical level;
therefore, practitioners should carefully choose the test statistics that best match the demands of
their applications. The following nine observations highlight our findings.

1. Each test statistic performed well at its designated task. Thus, X%, ML, and S performed
well at recognizing English; IC performed well at detecting nonuniform language; and for
the statistics that do not depend on BCa parameters, IND performed reasonably well at
distinguishing Oth-order BCa from 1st-order BCa. The statistic ML, however, outperformed
the theoretically optimal S statistic at distinguishing BCa English from uniform noise for
string lengths lgn < 7.

2. For distinguishing BCa English from uniform noise, X? had the best overall performance, with
ML and S also performing well. For string lengths lgn < 7, we recommend using X?; for
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longer strings, all three of these statistics work perfectly at critical levels 0.1 through 0.0001.
Even at critical level 0.0001 and short string length lg n = 3, X% attained a reasonable power
of approximately 0.77.

3. For distinguishing uniform noise from BCa English, ML had the overall best performance,
with IC, X2, S, and IND also performing well. At critical levels 0.01 through 0.0001 IC
attained higher power than did X? (and than did ML for lgn < 3), but at critical level 0.1
X? performed better than did IC. For string lengths lgn < 7, we recommend using ML for
critical levels 0.1 through 0.0001. For lgn > 7, each of ML, IC, X?, § worked perfectly at
these critical levels. At lgn = 4 and critical level 0.1, ML achieved a power of over 0.99.

4. For distinguishing BCa English from uniform noise using strings of length lg n = 7 corrupted
with uniform noise, ML outperformed the other statistics at all critical levels. At critical
levels 0.01 through 0.0001, S had the overall second-best performance. We recommend using
ML for this problem. At lgn = 7 and critical level 0.01, the power of ML remained above
0.8 through noise level 40%. For noise levels 0%-15%, ML had attained power greater than
0.99 at critical levels 0.1 through 0.0001; for noise levels 70%—100%, all statistics had power
less than 0.5 at these critical levels.

5. For distinguishing uniform noise from BCa English using strings of length lg n = 7 corrupted
with uniform noise, ML had the overall best performance, with /C' and IND also performing
well. We recommend using ML. The performance of ML on this problem was very similar to,
and slightly better than, its performance at distinguishing uniform noise from BCa English
under noisy conditions.

6. The 5 statistic outperformed Anderson’s variation of it, except when distinguishing BCa
English from uniform noise at string length lgn = 1. Therefore, we do not recommend
Anderson’s variation.

7. For lgn < 7, our four types of real English (BCa, BCf, BCg, and WSJ1) had similar means
for all statistics. For longer strings, the statistics could distinguish BCa, BCf, and WSJ1 on
the basis of their means.

8. Strict standard normal interpretations of the normalized statistics ¢X?2, oML, and oIND do
not apply, except when recognizing long strings of a known simulated 1st- order language. For
best results, use experimentally-determined thresholds for all statistics, including § and IC,.
These thresholds can be computed as explained in Section 3.5.

9. As expected, the performance of all statistics on BCa English closely matched their perfor-
mance on simulated 1st-order BCa English. In this sense, our 1st-order statistics are robust
with respect to our lst-order model. Nevertheless, minor differences can be seen in their
histograms (e.g. 1st-order language produced more symmetrical and bell-shaped distribu-
tions). In addition, to human observers, our 1lst-order BCa strings do not closely resemble
real English.

Complete experimental data, including additional descriptive graphs and power calculations, are
given in the supplemental appendices of our technical report [17].
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Using a broad, exploratory, descriptive approach, we have exposed general trends and uncov-
ered interesting phenomena. We consider these trends and phenomena more important than our
particular numerical results, since models and languages vary with the application, and since our
power calculations are approximate. Also, we believe that more powerful results can be achieved
with higher-order models and with fancier methods for estimating the transition probabilities.

Our study is an initial investigation of several standard statistical techniques. We tried sev-
eral basic approaches; additional careful experimentation is needed to assess the effectiveness of
variations of these approaches. Such variations include more sophisticated ways to estimate the
transition probabilities (e.g. flattening techniques and the Good-Turing method [19, 9]), alternate
test statistics (e.g. Good’s G statistic [20, 10, 11] and Knuth’s spectral test [25]), and more elabo-
rate models (e.g. higher-order models and hidden Markov models [32]). For example, it would be
interesting to explore the following questions: How accurate is an rth-order model of English for
1 < r <107 Given a maximum number of states to use in the model, what is the best way to use
these states? And how do the behaviors of the statistics change when the statistics are applied to
real languages as opposed to idealized languages of the model?

We compared the performance of the test statistics at distinguishing specific pairs of languages,
focusing on BCa English versus uniform noise, and uniform noise versus BCa English. Therefore,
our experiments say little about the performance of the test statistics on language-recognition
problems with compound hypotheses (e.g. recognizing a single known language, and detecting
unknown nonuniform language, and distinguishing unknown Oth-order noise from unknown 1st-
order language), especially when the compound hypotheses are unrestrictive.

A significant weakness of our 1st-order Markov model of English is that many of its transition
probabilities are zero (e.g. 168 out of 729 for BCa). This situation becomes worse for higher-
order models. Not only do these zeroes make inefficient use of the model’s parameters, they also
create additional problems. Namely, as the number of zeroes increases, the our statistics perform
worse using straightforward maximum-likelihood estimates of the transition probabilities, thereby
increasing the need for fancier methods for estimating the transition probabilities. By contrast,
hidden Markov models make more efficient of their parameters. In addition, hidden Markov models
can more accurately model the behavior of characters that have multiple roles. For example, a
hidden Markov model can capture the fact that, in English, the letter ‘y’ sometimes functions as a
consonant and sometimes as a vowel.

In addition to their many applications in cryptanalysis, the test statistics are useful in variety of
language-processing tasks—for example, recognizing the language of documents sent electronically.
Also, although we have worked exclusively with strings of characters, it is sometimes possible to
apply the techniques to sequences of words. For example, working at the word level is useful when
decrypting codes (as opposed to ciphers) and when parsing and translating natural languages. Nev-
ertheless, we urge caution in generalizing our findings to other languages, to higher-order models,
and to other methods of estimating transition probabilities.

Throughout we made extensive use of our toolkit and of several standard data manipulation
programs, including the Awk text-processing language and the ACE/gr interactive graphing pro-
gram. Although these tools provided an adequate environment in which to carry out our project,
this paper would be well-suited for presentation as a dynamic paper in which the reader could
interactively modify data and experiments and explore the results.

Whereas some formal definitions of secure cryptosystems state precise conditions under which
the cryptanalyst cannot distinguish valid messages from invalid messages (e.g., see Goldwasser and
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Micali [18]), we study techniques for so distinguishing messages produced by imperfect ciphers.
We hope that our empirical study will be helpful to a variety of practitioners who wish to solve
language-recognition problems with statistical techniques.
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Appendix A: A Statistical Approach to Language Recognition

We adopt a statistical approach to language recognition, where each language is modeled by a finite stationary
Markov chain. Typically, two steps are required: an off-line step and an on-line step. The off-line step
determines the parameters of the Markov model. For example, for natural languages we estimate the
parameters from a large base sample. The on-line step compares the features of a candidate string with those
of the known model. We make this comparison by computing a test statistic and by applying a decision
procedure to the resulting value of the test statistic. Each off-line and on-line language sample consists of
a string of characters; the extracted features are the k-gram frequency counts for some k. Although our
methods apply for any k, for simplicity we state all formulas and carry out all experimental work with & = 2;
that is, we work within Ist-order (bigram) models.

This appendix briefly reviews our language model and four important language-recognition problems.
For more details, see our companion guide [16].

A.1 A Markov Model of Language

We represent a Markov model of language as a four-tuple M = (m, A, {Y;},7), where m € Z7 is the number
of states, A is the set of states, and r € Z% is the order of the Markov chain. For each time ¢t € Z*, the
random variable Y; takes on a value in .A. When run for n steps, we think of the chain as generating the string
Y1Ys---Y,. In our experimental work we arbitrarily take m = 27, » = 1, and A = {‘A’, ‘B’, ..., ‘Z’, ‘U’},
where ‘L’ denotes the blank character.

For all ¢ > 1, the conditional distribution of the random variable Y; given Y;_; is defined by an m x m
matrix Py = [pi;] of transition probabilities. For each 1 < 4,j < m, the constant p;; is the a priori
probability that the chain will move from state ¢ to state j, given that the chain is in state 7. In our Markov
chain simulator, for the initial distribution of Y7 we use the distribution given by the steady-state state (i.e.
unigram) probabilities of M.

A.2 Four Language-Recognition Problems

Our experiments empirically determine how well five test statistics solve the following four language-
recognition problems. In each problem we test some null hypothesis Hy versus some alternative hypoth-
esis Hi, given some candidate string. In each problem we assume that the candidate string was produced
by some lst-order Markov chain with transition probabilities Py;.

1. Recognizing a single known language.
Test Ho : Py = Pp versus Hy : Py # Pp, for some known matrix of transition probabilities Pg.

2. Distinguishing a known language from uniform noise.
Test Hy : Pyy = Pg versus Hy : Py = Py, where Py = [1/m] is an m x m matrix of uniform transition
probabilities.

3. Distinguishing unknown Oth-order noise from unknown lst-order language.
Test Hy : order(M) = 0 versus H; : order(M) = 1.

4. Detecting non-uniform unknown language.
Test Ho : Pyr = Py versus Hy : Py # Py

In our companion paper we explain these problems further, give examples, and point out a likelihood ratio
test for each problem. For example, a cryptanalyst might use Problem 2 when distinguishing valid English
plaintext from invalid plaintext, and Problem 4 is especially useful when the plaintext language is unknown.
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